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The 


requested that 


Field Office 

the Office - '" of bhe General Counsel (OGC), review an incident and 
determine whether it warrants , reporting to . the Intelligence 
Oversight Board (IOB) ,It is the opinion of OGC. that the 
incident does not need . to be reported to the IOB. Rather, this 
EC should be maintained in , the. control file for periodic review 
by Counsel to the IOB. 

(U) 


b2 

b7E 



Administrative : This electronic communi cation .( EC) contains 

information fromi^tne EC dated 2/01/2007 ■ from l "1 to OGC 

reporting a potential IOB matter. 

Reference: ^>S^ 278-HQ-C1229736-VIOi-/e^.)^| 2./ 2.0 

By EC dated 2/01/2007, [ 


"b2 

. b-7E 


Details: 

review arOincldent and determine whether it warrants reporting to 


requested that OGC 



NSL VIO-23816 






From: Office of the General Counsel ^ 7F 

278-HQ-C1229736-VIO, 2/21/2007 : 


| As part ot its investigation, [sought '• 

-transactional information for an email account relevant to the 
ongoing inv estigatio n . A Nation al Secu rity Letter (NSL) was 

prepared by and served on | . The NSL requested only 

transactional- information fo r the re levant email accou nt . The ■ 

NSL result s were provided to in an email by the | | 

Division on 1/11/2007, with the CD-ROM to be sent 

later. ’ 


Or. 1/22/2007, the|__ [ case agent reviewed the 

email an &< discovered that in addit ion to the requested 
transactional information, T | had provided information that 

appeared to be content. For example, some of the information 
appeared to originate from the subject line of the email. The 
case ag~ent immediat ely ceased the review and reported the 

incident to Division Counsel. , On 1/22/2007 the case agent 

contacted the | | point of- c ontact ( POC) for the NSL, 

■The POC, then contacted the appropriate ! - [ representative and 

confirmed that |had provid ed the information in error. 

Subsequently, the | POC destroyed the CD-ROM and 

deleted all emails regarding. this message. On 1/31/2007, 
provided the requested informat ion in c ompliance .with the initial 
:NSL request 2/01/2007 , ...the case;. ;agent . .similarly i: 

de letea the relevant -email. ■ - ■ - 


(U) Section 2.4 of Executive Order (E..O. ) 12863, 
dated 09/13/1993, mandates that Inspectors -General ' and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful' or 
contrary to Executive order or . Presidential directive." • This 
language was adopted verbatim from E.O; 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI' and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and- Foreign Intelligence Collection 
(NSIG) , or other guidelines or regulations approved by the 
Attorney . General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need- 
not be reported to the IOB. The FBI is reguired, however, .to 
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From: Office of the General. Counsel 


. 'Vv ^ 
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278-HQ-C1229736-VIO, 2/21/20U? 


7E 


maintain records of such administrative violations so that the 
Counsel to the. IOB may review them upon request. ;/ 

••(U) ..On 03/28/2006,- the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for:' the IOB .-requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an ,NSL as a potential. IOB matter. 

By letter dated 11/13/2006,. the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to' 
an NSL must be reported to the FBI OGC, but are. not reportable to 
the' IOB. -V .; 


(U)- In the instant, case the cnl ection , of information 

by the FBI was not the fault of FBI| |. Once the case agent 

discovered that he had received information beyond the s cope of 
the. NS I. request, .the case aaen|: immediately notified the 
CDC and- notified 


and 


Thereafter,, .all; copies 

emails regarding this request were deleted and or destroyed. As 
a .result, this matter does not heed to be reported to the IOB. 
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DATE : 03-07-2007 

CLASSIFIED BY 6S173/DISaiKB«/R¥ 

REASON: 1.4 (c) 

DECLASSIFY OH: 08-07-2032 


I 


Synopsis : 

Details: 

(S> 1. 


INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
) To report possible IOB error. 



; bi 
; b2 
b7E 


2 . 


3. Possible IOB Error: E-mail content provided. 
(S) 


;-j, - . Description of IOB Error (including any reporting 

delays) : 

.... . On 11/06/2006, a National Security Letter (NSL) . 

(UJ requesting /th\ name, address, length of service, and electronic 


SE&JET//20320201 
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T//2 03202 01 


To: 
Re : 


\Inspection From: f 


X 


] 


. 278-HQ-C1229736-VIO, 02/01/2007 


communication transactional records, to include existing 
transaction/activity logs and all email header information (not' to 


include 

messaae content and/or subiect fields 

, for the address 

holder- o 

r~ 

d from 



V\ 1 

-1^ -L 

b2 


!""> n 


A 


accordance with the Attorned 

/ General 

served bv the 

Division 


The NSL was 



Field 


iprovided the results or the NSL to the 

Office via e-mail as a courte sy, noti ng that a hard copy of the 
information was in transit toP~ ~ 


■b" 


)7D 


■XJ I 

V> ’i tr 1 


1 


A review of the results of the NSL revealed that 

iplled what the case agent determined to be message 

content and/or subject fields. Specifically, the term "Subject:" 
was identified one time followed by a message topic. Also, the 
term "Thread Topic" was identified three times, followed by 
information indicative of correspondence subject matter. This 
information was not utilized by the case agent in any analysis nor 
was it documented in the case file. 

The case agent first reviewe d the 01 /19/2007 e-mail ko 

from| 55 ^ | Division on 01/22/2007, | ~| Division Counsel X 

was contacted on 01/22/2007 to advised of the problem. ' J 


[ 


Divisio n /In 


ISS|_ 



) On 01/22/2007, case agent contac ted f 
stigative Support Specialist ( ISS) | 


as she was t he sender of the soft copy content material. 

was advised- of the situation and verified that 

she did not save a copy of the material on her computer. ISS 


1 1 


the 
lence . 

correspond 


] noted that the information was only . sent to SA T 


_ _ _ ISS I ~1 agreed to query her I 

contact regarding the information provided as a means for]] 


.to. 


explain why the information was provided, or t o identify that an 
error was made. Case agent requested that ISS | ~) 

permanently delete any copies of the e-mail transaction, which 
included the content material, that was possibly still maintained 
within her e-mail. 


b2 

b4 

b6 

:b7C 

b7D 

b"E 


ISS [ 





explain ed that! 


On 0 1/25/2007, case agent recei ved an e-mail fro m 
^ I regarding t his matt er. ISS | ~\ j 

Jof I |was contacted regarding this 


, . was contacted regarding 

noted that he could not explain why this error 


error . 

occurred yet, he aimed to correct the problem 


from ISS 


b4 
b>6 
b7C 
. b7D 


On 01/31/ 2007 case agent received an' e-mail message v >4 
noting that she dest royed the CD-R which 
contain ed e-mail content, per the request of l~^ I of 

Additionally, ISS I I not 


K= 


r\ £~. 


:ed that 


SE)8^ET//20320201. 


b7C 

b7D 
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SEjs^ET/ /2 032 02 01 

To: Inspection From: I ~| 

Re: 278-HQ-C122973.6-VIO, 02/01/2007 



provided a new CD-R which contained the appropriate inform ation r c2 
that was originally requested by the NSL. served on | [ t)6 


On 02/01/2007 case agent permanently deleted the e 


mail message received from ISS[ 
content information. 


which contained the ,'b/C 
'■ b7D 


. (U) (Note: This was the second possible IOB error that 
resulted from the same request. Both errors were identified as - 
separate incidences. These comments are provided to clarify any 
confusion associated with the two extremely similar incidences 
occurring in an extremely close time period.) 


T//20320201 

3 


NSL VIO-23822 





(U) 


SE^ET//20320201 


To: Inspection From: 

Re; 278-HQ-C1229736-VIO, 02/01/2007 

LEAD (s) : 


b2 

b'7E 


Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON. DC 


(U) For action deemed appropriate. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(tJ) For action deemed appropriate. 
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Case ID #: 
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Title-: xW 
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I’endi: 


sis: 


INTELLIGENCE OVERSIGHT BOARD 
MATTER 20C*T- | ~| 


DATE; 08*07-2007 

CLASSIFIED BY 6S17S/Dim/KSR/RK 

REASON: i”. 4 (e,d) 

DECLASSIFY ON: 08-07-2032 


Synopsis: The | | Field Office | requested that 

the. Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB) . It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) TT<rrirv^d_jrro^^ 

— 2iXl 


Administrative: /•fS'K This electronic communic ation (E C) contains 
information from: the EC dated 10/30/2006 from to OGC 

reporting a potential IOB matter. 


= >*?C 


Reference: 278-HQ-C1229736-VIO D/i 

Details: By EC dated 10/30/2006, requested that OGC 

review an incident and determine whether it warrants reporting to 
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To: 


^From: Office of the General Counsel 


Re: 

278- 

-HQ-C1229736-VIO, 12/12/2006 


the 

IOB. 



as part ui its ' 


investigation 
telephone belon ging to 
was prepared by 


]and served on 


A Natio n al,, s .e. 


pun 

dba 


-.v hettei 


(NSL) - 

The 

NSL requested only subscriber information for the time period . 
01/01/2001 to the present. On 10/20/2006, | ' responded to 

this request and in addition to the basic subscriber information, 
also provided toll-record information. - ‘ 


i) Upon review of the ■ d ocuments provided to 

it was lpdrried- that the information ! | provided, purs uant to 

the NSL, exceeded that which was requested. The error by | 
was apparently a misunderstanding on its part as to the nature. of 
the request, since requests for toll. billing information and 
subscriber information are requested separately by the FBI, 


' (U) 

information to 


Jreported that they returned the toll record 
on 10/26/2006. 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the' IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. - 12334,' dated 12/04/1981, 
when the' IOB was known as the President's Intelligence Oversight ■ 
Board (PIOB) . By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) , or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in . full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB.- The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon .request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 

. SECRET 

' “ 2 : ’ • ' ' " 
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b7C 
b7D 
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b2 

b4 

'■ b7D 
b7E 









To: I I From: Office of the General Counsel . b2 

Re: 278-HQ-C1229736-VIO, 12/12/2006 b7E 



any improper collection under an NSL as a potential IOB matter. 

By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable, to 
the IOB'. . . ■ ' . '■ 

(U) "In the instant case the coll ection of . information ^2 
by. the FBI was not the fault of FBI] |. Once the case agent V/1 

discovered that he had received information beyond :the scope of 
the NSL request, the case agent immediate ly seque stered the h ! 1) 

information, returned said information to and reported the ,b7E 

matter to OGC. 
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To: [ 


] From: Office of the General Counsel 


Re:’ : 2 7 8 - HQ- C12297 36-VIO, 12/12/2006 


■- 'f“\ 7 in 1 

t JZj 


LEAD (s) : 

Set Lead-1: (Information) 

INSPECTION 

' AT WASHINGTON, DC 
(U) For information- 
Set Lead 2: (Information) 

- COUNTERINTELLIGENCE . 

AT WASHINGTON, DC 
(U) .For information. 
Set Lead 3: , (Action) 


AT 


(U) 


J is requested to contact 


. sO 


] to ensure that the 04 


appropriate protocols are in place to prevent similar types of 
disclosures in the future. 


07 D 


7E 


cc: 1- Ms. Thomas 

1-1 ' 

1 - 


1- I0B Library. 


b 6 
b7C 
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From: Office of the General Counsel 
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Approved By: Thomas Julie F 
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.Drafted By: j 

Case ID # : X . 278~HQ-C122;9736-VIO" (Pending) 
Title: \( INTELLIGENC E OVER SIGHT BOARD 


b2 
Jb 6 
b7C 


I' ATE : 03-07-2007 
REAS01T: 1.4 (c! 


DECLASSIFY Oil: 03-07-20 


•Synopsis : 



MATTER 2G07-| 
The 


_ Field Office | requested that y 

the Of fice^of. \he General Counsel (OGC) review an incident and 7 . ' “ 
determine whether it warrants reporting to the Intelligence b/L 

Oversight Board. (IOB) . It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the, IOB. 


(U) 


G-3 


Derive 

.assify On: 

Administrative: J&l This electronic communic ation (EC) contains 

information from: tne EC dated 10/25/2006. from| |to OGC 
reporting a potential IOB matter. 


b2 

b73 


Reference..: 



2 7.8 -HQ-C12 297 3 6-VIO 

- SE^ET 


, NSL VIO-23831 





SjUft^E'T 


To: 

Re: 


Field From: Office -of , the General Counsel 


27 8-HQ-C12297 36-VIO, 12/12/2 00 6 


b2 

b7E 


Details: By EC .dated 10/25/2006, f I requested that OGC : h,:- 

review an incident and determine whether it warrants reporting to b7E 

thp T OR 




. Durina the investigation, 1 

lissued an NSL tol 1 

/ N 

H 


requesting names addresses , length or service ana electronic 
communications transactional records, to include existing 
transaction/activity logs and all electronic mail (e-mail) header 
informat ion (excluding content and/or subject fields) f or the 

and 


(S) following 


physical 


addresses and 
The[ 


was 
locations 


also 

for 


requestea to provide the 


b2 
b4 
b7 D 
b7E 
bl 


] 


then t ran .emitted to 
Re s i de nt Anenr.v 
NSL.to 
FB I with 
SA 


NSL was approved an d' signed on 05/22 /2006; 


if 


On 

Un 06/20/2006, 


I Division,! 

Ur/12/ 2006,r 


I delivered the 


a response on CD-ROM^ 
reviewed the CD from 


] provided the 

During the week of July 10, 2006, 


and noticed that' they 
had forgotten to complete the section relating to a dditio nal ■ 
emai 1 addres ses. During the week of 07/17/2006, SA | ~| called 


in the 


c 



dir ectly and notified them of the missing data. 

told SA 'that they had inadvertently forgot, to put~ 

iil/dddresses and would prepare another .CD-rom. for 


b2 
b4 
•b7D 
;b7E 
b 6 
b7C 




(50^ -Due to numerous delays, including thef 


which was provided to 
first reviewed 


the 

to the requested email addresses, | 
file that conta ined s ome e-mail content 

[nor authorized by the NSL; 


fina lly provided a second CD-ROM to 

along with an EC dated 09/25/2006. SA 
second CD-rom on 10/25/2006 a nd discovered that, in addition . 

| provided a ZIP 
TTtTs content was not 

Upon discovering 


requested by SA 


Jerror, SA | ~| returned the second CD-ROM NSL 


re sponse to its envelope and ceased hi s' an alysi s of th e material . 


SAL 


] then reported the matter to 


A/SSA 


who then 


b2 

b4 

,b6 

b7C 

b7D 

b7E 


sealed the enve lope co ntaining the . second CD-ROM and placed it in 
the safe in the | | SSA office. 


SE^^E j 
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SE&^ET : 

To: | I Field From: Office of the General Counsel C.2 

Re: 278-HQ-C1229736-VIO., 12/12/20.06 , ;b7E 


(U) Section 2.4 of Executive Order (E:0.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components •( in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to- the IOB "concerning intelligence 
activities that they have reason to believe may be , unlawful or 
contrary to Executive order or Presidential directive." - This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known. as the President’s Intelligence Oversight 
Board ( PIOB) . By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for. National ;.. 

Security Investigations and. Foreign Intelligence Collection 
(NSIG) , or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons .. Violations 
of provisions that are essentially administrative in nature need 
not be. reported to the IOB. The FBI is required, however , ' to' 
maintain records of such administrative violations, so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch {NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 

By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant c ase th e collection of information 

by the FBI was not the fault of Once the case agent b2 

discovered that he had received information beyond the. scope of >>7E 
the NSL request, the case agent immediately sequestered the 
information, placed the information in a secure safe and .reported 
the matter to OGC. 



.3 


NSL VIO 23833 




To 

Re 



278-HQ-C122 97 36-VIO; 



: Office of the General' Counsel 

12 / 12/20 06 I ; ; v 7; <"/7; 7 / . 



LEAD ( s ) : 

Set Lead 1: (Information) 

INSPECTION 

AT WASHINGTON, DC 
(U) For- information. 
Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U) For information. 
Set Lead 3: (Action) 



(U) For action deemed appropriate. 


cc: 1- Ms. -Thomas 

' .b 6 

H . b7C 

1- IOB Library 
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Message 


Page 1 of 2 



Subject: RE: CAU telephone NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b.2 

b6 

b7C 


ALL IKFC8IUTI0M . COWTAIKEE 
nEPKTK IS TJKCI.A3SIFIFD 
DATE OS-0&-S007 BY 




I'd like to visit with you some time this week, i'll give you a call to schedule. 
Thanks 



At the CDC conference, I informed the CDCs that they should encourage people to route NSLs for 



Please give me your thoughts. 



3/26/2007 






Message Page 2 of 2 



SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


NSL VIO-23872 


3/26/2007 




m n 


Message 


Cc: 


(OGC) (FBI) 


Subject: FW: Emergency NSLs 


Page 1 of 2 



(OGC) (FBI) 

From: 

(OGC) (FBI) 

, AM kg AH INFORMATION CONTAINEI- 

® M •• • HERE 131 IS UtrCLASSIFIED ■ 

Sent: Tuesday, April 26, 2005 1 0:0' 


(OGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Original Messaae- 

From: 


Se nt: Tuesday, April 26 , 2005 9757 AM 
To: | I(CTD) (FBI) 


}0GC) (FBI) 


b6 

b7C 


Subject: Emergency NSLs 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Thanks. 


NSL VIO-23881 


3/26/2007 


pd o 





Message 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


3/26/2007 


NSL VIO-23882 


Page 2 of 2 



FD-%2 (Rev. 03-21-2005) 


S$«kET 

FEDERAL BUREAU OF INVESTIGATION 


b2 

bb 

b7C 

b7E 


0J) 


(U). 


(U) 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


From: 



Approve 



Date: 03/15/2007 

ALL. IRfOKEATim COMTAIKEt? 
IIS, Room 1 1 8 6 1 jjjjjjpj Jg UHCLASSiriET EXC 
NSLB, Room 7 975 t^p£ SHO® OTHERWISE 
Legal Unit 


\Mf\ 


SATE: 03-07-S007 
CLASSIFIED BY 
REAS OH: i.V (s r d] 
tiECUSSm 0H: 'C*-07-203S 


Drafted By: 

Case ID #: 

(S) 

(S) 


1 

2 7 R -HO- Cl 2 2 973 5 - VT O 

(Pendmal 1 




Title: (U) REPORT OF A POTENTIAL IOB ERROR 

Synopsis: To report possible IOB error. 


Dr 

b7E 

bl 




On: 0^-/WZO32 

Enclosures: For the Chief Division Council of the 

copy of RFPA National Security Letter (NSL) , and orig 
report received therefrom for purposes of sequestration. 

Details : 

' . (S) 1. 

, <S) 2. 

(U) 3. Possible IOB Error: A. carrier providing information beyond 

the scope of the FISC order or other relevant legal authority 
resulting in the unintentional acquisition of data. 

(•s) 



j/ NSL VIO-23891 









(U) 

<u> 

(S) 

(U) 

(S) 

(U) 

(U) 


5^ET b2 


To: 
Re : 


] 


b7E 


N Inspection From: 

"XT 278 -HQ-C1229736 -VIO, 03/15/2007 


4. Description of IOB Error (including any reporting delays). 

On or abo ut May 26, 2004, an RFPA National fiecuri tv Letter 

(NSL) was served tcj | of 

| " J requesting the name, address and 

all financial mst: i tut i on.s las dpfrnpd in title 12 II fl V ~ ' 

\ rpl at 4 r.n 1- o I 




on 


\D4 

b6 


b/C 

Q The NSL, submitted pursuant to 15 tr. §_ 1681 (u) (a), was b/D 


drafted by Case A crentf 
supervised by SSA X 


1 of squad 


which is 


]The NSL specifically requested 


the names and addresses of all financial institutions (as defined in 
Title 12, U.S.C., Section 3401) at which the below-named consumer' 
maintains or has maintained an account: 


bl 

b6 

b7C 



C0) On Ma y 26, 2004, the NSL was executed by | | In executing 

thiSyNSL^ provided the subject's entire credit report, as opposec 

to th e requested record of just financial institutions. Therefore, 


|erroneously provided additional information that was over-and- 
above that which was requested by the NSL. The NSL clearly requested 
financial institution records under 15 U.S.C. § 1681(u) (a) . Case Agent 
discovered this problem on March 14, 2007, and took immediate action' 
to report the incident and submit the full credit report to the Chief 
Division Council of the 


b4 

b2 

b7E 

b7D 


2007. No copies of the report remain in case file. 


Office for sequestration on March 15, 


X 


The possible violation was not reported in 2004 because case 
Agent" was not aware, at the time, that receiving a full credit history 
was beyond the scope of authorization. 



NSL VIO-23892 







To: .Inspection From: 

Re: 278 - HQ - C122 973 6 - VIO , 

LEAD (s) : 


03/15/2007 


b2 

b7E 


Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

♦♦ 





NSL VIO -23 893 



(Rev, (11-31-200.1) 




FEDERAL BUREAU OF INVESTIGATION 



Synopsis: (U) Approves the issuance of an RFPA National 

Security Letter (NSL) provides reporting data,- and, if 
necessary, transmits the NSL for delivery to the financial 
institution. 



o o 







04/05/2004 


|Ln accordance with the Attorney General Guidelines. On 

January 16, 2003, United States Attorney General John Ashcroft, 

via a memorandum to FBI Director Robert S. Mueller, III , 

authorized the use of National Security Letters in .a 

| to obtain telephone, financial and credit records. 



NSL VIO-23895 







SE^ 


ET 


To : Gen eral Counsel Fr om : 

Re: (S) I 


04/05/2004 


bl 

b>2 

.b7E 


(U) 


This electronic communication documents the SAC'S 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks the identity of ' 
financial institutions records for- one {1) individual.' 


(U) A representative of the office who has 

liaison w ith the cons umer reporting agency should deliver the 

letter tol "**""* " 


(U) . On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 


b.2 
Zb 4 
b7D 
b7E 


(U) 


that, under Title 


should remind 

15, United States Code, Section 1681u (d) , it is" prohibited from 
disclosing that the FBI has made this request. In addition, - 

is prohibited from including in any consumer report 


any information that would indicate that the FBI has sought or 
obtained such information. 


(U) Arrangements should be made with 


provide the records personally to a representative of your 


to 


office. | should neither send the records through the 

mail nor utiliz e the name cp f the subject in any telephone calls 
to your office, 
any manner . 


b2 . 
; b4 : - 
-b7 D 
b7E 


b4 

b7D 


should not contact FBIHQ directly in 


(U) Consumer reports received from a consumer 
reporting agency must be clearly identified when reported in any 
Bureau communication. Subsequent dissemination of such 
information is prohibited, except to other Federal agencies or 
military investigative entities as may be necessary for the 
approval or conduct of a foreign counterintelligence 
investigation. . 


to 


(U) Any questions regarding the above can be directed 


] Attention : SAl 


~] phone number 


b2 

b6 

b7 

b7 


SE^ET 


NSL VIO-23896 


m n 








TO : 
Re : 


General 

(S) 


Counsel From 


O470&/U004 


bl 

b2 

b7E 


LEAD ( s ) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) CTLU is requested to record the appropriate, 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 2: (Action) 


AT 


(U) Deliver the attached letter as indicate d above. 
Upon receipt of information from the carrie r. | |Division 
is requested to submit results to| 




NSL VIO-23897 









U.S. Department of Justice 


Federal Bureau of Investigation 

ALL 'mFOfeHAflOtf CDSTAilCB ■ 

seMir x;; xrti.cxASSxnsD except 

T.JIiERE SHOT® OTHERtflSE 

b2 
b7E 


Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Section 1681u(a) of the Fair Credit Reporting Act (as 
amended on October 26, 2001), you are hereby directed to provide, 
the Federal Bureau of Investigation (FBI) the names and addresses 
of all financial institutions' (as defined in Title 12, U.S.C., 
Section 3401) at which the below-named consumer maintains or has 
maintained an account: 



b6 

,b7C 

b7E 


In accordance with Title 15, U.S.C., Section 1681u{a), 

I certify that such information is sought for the conduct of an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that such 
an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment of to Constitution of the United States. 

Please be advised that Title 15, U.S.C., Section 
1681u(d), prohibits any consumer reporting agency, or officer 
from disclosing to any. person that the FBI has sought or obtained 
access to information or records under these provisions. In 
addition, no consumer reporting agency, or officer, employee or 
agent of such consumer reporting agency, may, include in any 
consumer report any information that would indicate that the FBI 
has sought or obtained such information. 




in Reply. Please Refer In 
File Nn. 



NSL VIO-23898 







You are requested to provide record s respons ive to this 
request personally to a representative of the | field , 

office of the FBI. Any questions you have regarding this request Z ' z 

only to Acting Superv isory Spec ial Agent b6 

^ of the I field office. b7C 

Due to security considerations, you should neither send the . b7F. 

records through the mail nor disclose the substance of this 
request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 


should be directed 


Sincerely, 







(Rev. 01-31-2003) 




bl 


, b4 

(Slb7I) 

b'7E 


(S) 


SE^ET 

FEDERAL BUREAU OF INVESTIGATION 



Synopsis: (U) To report a potential Intelligence Oversight 

Board (IOB) matter in the case of financial National Security 
Letter (NSL) results. 


Reference 


97ft-un-n .qprlaT 0^70 


Adminis tra tiua 

contained in| 

CDC . 


inform ation provided to the FBI by 
1 serial 54 have been provided 


to cne 


Details : 


;s) r 


l is currently 
] The case agent f orj 


I ar >H ic aHII nonflinri 


|Ts 


IS) 


tS) 


the squad supervisor is 


ana 


to 

institutions at which 


) On 12/20/2006 an NSL was drafted to be delivered 
tb- obtain the. names and addresses of all financial 

maintains accounts pursuant to 


bl ■ 
b2 
b4 
"b6 
■ b7C 
b7D 
b7E 


SE^^El 


NSL VIO-23900 












b2 
b7E 

15 U.S.C. 1681u(a) . On or about 3/3/2007, the results of the NSL 
where provided to the wr iter and reviewed. Upon review, it was 

determined that provided an entire credit report on the 

target . 

■ (U) Based on what the NSL specifically requested from 

| it clear that more information was provided beyond the 
request of the writer. 

(U) The results have been provided to the | ~| CPC for 
sequestration pending final guidance from OGC upon review of this b7E 
matter. No use of the information has been made. 




NSL VIO-23901 


rr cr 










FEDERAL BUREAU OF INVESTIGATION 


b2 

b6 

b'7C 

.b7E 


(U) 


(U) 

(U) 

(U) 


(£) 


(U) 


Precedence: ROUTINE 

To: Counterintelligence 

General Counsel 
Inspection 


Date:- 03/16/2007. 
SSA 


From: 


Contact: SA 


Approved 



Attn: CD 

Attn: NSL*E 

Attn: Internal Investigative Section 


DATE: . 08-07-2007 . 

CLASSIFIED EY S517R/PH&'KSR/RN 
REASON: 1.4 fc) 

DECLA SSIFY 03: ' 05-07 -3032 


Drafted By: 
Case ID # 



9o<A 


ALL IIJF0PBATI0E CONTAINED 
HEREIN IS: DECLASSIFIED EXCEPT 
’•HEFE SHOOT OTHERWISE 


(S)M 

(S) 


Title 


! X 


2 7 8 -HQ-C122 97 3 6 - VIQ (Pending) - 23fl bl 


REPORT OF A POTENTIAL I OB MATTER 


b7A 

b7E 


Synopsis: To report a potential IOB matter involving an 

overproduce ion^ by a carrier. 


Details : 


) 


Decl 


.From : 
5rTi 


2032 


(S } 

( Pena mg; , case Agent SA" 


aiscoverea a 


that 

S'* OO 


had 


p ccu rbe d i n 2 QQ$ , py ior to sa 


Agent for this investigation is SSA 


X 


The Supe rvisory Special 


SA 


the previ ous rass 


agent, requested through an mst. Cater) TTTns/rifi from 


subscriber information for 

(S) 


on date O 8 / 260 S , a 


potential IOB violation involving an o yerorod uction by a carrier 

I being assigned, the D 


r~\ 1 
±J -L 

V% O 


3 



SE^ET 


bl 
b4 
b6 
b7 C 
' b7D 


NSL VIO-23903 


O U 





<U) 


SE^ET 


TO: 
Re : 


General Counsel Attn: NSLB Inspection 

27 8 - HQ-C122 9736 -VIO , 03/16/2007 


From: 


b2 

b7E 


(s:> 

(SI 


is: 


(U) 


telephone ..line believed to be used by[ 

10/16/2006, 3 rPfinnnRP was rprpivpri fromf 

subscriber as 


i On 

I -i dpnr -i fvi nrr H-ip 


The. response & - r sr r inur care u uiai m e — nengun at — seiviue x-ium 
12/20/2005 to present . 11 This information was included L 


] The request torm was never converted to a 


Declarati on and thus the over-produced- information was never 
submitted ! I 


to SA 


As of EC dat ed 10/20/200 6. the case was reassigned 


upon SA 


In pre paration tor a re-submittal ot [ 


transfer to another squad. 

SA 


for the same 


sent another NSL dated 02/12/07 tal 

informati on: subscri ber information foij 

08/2005. f" " " " | response, included in EC dated 03/09 /2007 

and received on 03/14/07, was negative. On 03/16/07, SA 


_] as of 


attempted to determine the cause of the discrepancy in the result 
despite the fact that the same information had be en requ ested in 
the previous NSL. Upon comparing the results,. SA [ 


noticed 


that though the subscrib er informa tion was requested as of 


08/2005, the results from 


did not conform to the date 


requested but were from 12/20/2005 to present. 


SSA/ADC 


Upon this discovery, S A| then consulted with 


'x 


who advised that this 


Legal Department, 

wa s a pos sible IQB violation due to over-production by carrier. 
SA| | advised that the ove r-produ ction be sealed and 

sequestered with the CDC . SA sealed the over-production on 

03/16/07 and gave it to Legal Unit on 03/21/2007. The Legal Unit 
was also pr ovided with the FISA request form and copies of same 
contained id Ifiles. 


bl 

b2 

b6 

b7 A 

b7C 

b7E 


bl 

b4 

b6 

-b7C 

b7D 


V-*0 


.ot 

b7C 

b7E 


(S) 

(£) 


‘The FBI originally listed 


as the number for 


which subscriber information was sought an d subsequently amended 
the NSL to seek subscriber information for. Ion 
8/2005. - 


29 ^ 


ET 


bl 

b2 


NSL VIO-23904 









(U) 


.To:. '^General Counsel Attn:. NSLB Inspection 
Re: V)- 278-HQ-C1229736-VIO, 03/16/2007 


LEAD ( s ) : 


(U) 


(U) 


(U) 


Set Lead 1: (Info) 

COUNTERINTELLI GENCE 

. AT WASHINGTON. DC 

Read and clear. 
Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

Read and clear. 
Set Lead 3: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

/ 

!) Read and clear. 



♦♦ 




From: 


NSL VIO-23905 





tr cr cr tr 














(U) 


(Ul 


SE^ET 


Office of the General Counsel From: 
(S)| 1 04/02/2007 


immediately provided to 
sequestration. 


A/CDC 


for 



believed the 
ovided were relevant to the above 


toll 


billing re 

investigation and a NSL will be submitted to request the 
previously provided toll, billing records. 



considers this lead covered. 


bl 

b2 

b7E 


b2 
b4 ■ 
,b6 
c/C 
. b7D 
b7E 







To: nff irs q f fhp npriffra l Counsel From 


Re: (S) 


04 / 02/2007 


LEAD (s) : 

Set Lead 1: (Info) 

OFFICE OF THE GENERAL COUNSEL 
AT WASHINGTON, DC 
•J) Information only. 


♦♦ 





FEDERAL BUREAU OF INVESTIGATION 


b2 
b6 
b'7 C 
b7E 


(U) 


(U) 


(U) 


(S) 


Precedence: IMMEDIATE 


Date: 03/22/2007 


To: 


Attn: 


SAC 
ASAp 
SSA 
SA 
SA 
CDd 


Counterintelligence 

Inspection 


Attn: 

Attn: 


CD-I 

IIS, CRS 


Prom: 


Office of the General Counsel 
NSTiR /CTT.T7 /Roo m 7947 

Contact: AGC| 


ALL IHFGFKATIQN CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
"iTHEPE shout; otherwise 


Approved By: . Thomas Julie F 


Drafted By: 


smt 


b2 

b6 

b7C 

b7D 


DATE: CS-CS-2'007 

CLASSIFIED ET 65179 ,'DEH/KSR/^'l 

REASON: 1.4 (c) 

DECLASSIFY Oil: 08-03-2032 


Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 


Title: 



INTELLIGENC E OVER SIGHT BOARD 
MATTER 2007^”~ 

The 


Field Office 


Synopsis: 

requested that the Office of the General Counsel (OGC) review an 
incident and determine whether it warrants reporting to- the 
Intelligence Oversight Board (IOB) . It is the opinion of OGC 
that the incident does not need to be reported to the IOB. 
Rather, this electronic communication (EC) should be maintained 
in the control file for periodic review by Counsel to the IOB. 

(U) 


b2 

b7E 



Administrative : 

dated 2/21/2007 

IOB mat ter, a phone conversation between author and SSA 
on 3/13/2007 and an email dated 3/15/2007 from SA 


This EC conta ins information from the EC 
to OGC reporting a potenti-al. 


? 


n 


Reference: 


bl 

b2 

i--' b, 

.h,’ o 

b7C 

b7E 


SE^J^T 


NSL VIO-23922 









To: [ 
Re: 


<U) 


| From: Office of the General Counsel bz. 

278-HQ-C1229736-VIO, 03/22/2007 b'7E 


Details : 


Xi 


dated 

2/21/2007, 


requested 

cident 

ana determine whether \ t 

warrants 


reporting to the IQB . 


]songht transact i nnal 


"5^ 


AS pait dt ics investigation J 
infnrmal-inn pur suant to 18 IT. 
which l 

A National Secu rity 




§2709 for telephone number 
reason to believe was used 

Letter (NSL) was prepared by| ^nd served on| 

via NSL dated 5/17/2004. The jnjsl, requested the "name, address , 
length of service, and local an d_l.nnn_d-i..s.t.a.n.c e toll billing 
records associated with ■ (emphasis added) 



Upon review of the documents provided to 


_|in July 2004, it was learned that the information 
^provided, pursuant to the NSL, inc luded information 


concerning an associated telephone number, 
reported that they did not upload nor analyze the results tor the 
associated number because the association alone was the immediate 
intelligence value and thus there was no further reason to upload 
the information at that time. 

X The association was the fact that both numbers 
'.were subscribed to by the same individual. Thereafter, since the 
associated number was provided in the same report as the 
requested number, the entire report was placed in the file. 

| | determination at the time was that since the 

additional number was clearly "associated" with the requested 
number, the acquisition of this information was entirely lawful 
and therefore no further action was necessary (i.e.’ reporting or 
sequestering). 2 

Thereafter, the Department of Justice, Office of 

the Inspector General (OIG) conducted an NSL audit between June 
19-30, 2006. ■ The audit called into q uestion the acq uisition of 
the associated number. At that time, | [discussed 


bl 

b2 

b4 

b6 

b7C 

b7D 

b7E 


b2 

b4 

b7D 

b7E 


b2 

b7E 


b2 

b7E 


l It should be noted that this submission was at the request of OGC in 
response to the OIG report on the FBI's use of national security letters 
wherein they reference. 22 instances where the y thought a pot ential IOB 
submission was in order. As discussed infra, 
required to submit a potential IOB EC to OGC. 


was not otherwise 

b7E 


Since that time, on 3/13/2007, author advised 
sequester the records, out of an abundance of cautionT 


to 


s|S^tET 


NSL VIO-23923 









SE^ET 


TO : 
Re : 


From: Office of the General Counsel kz 

(U) 278-HQ-C1229736-VIO, 03/22/2007 , ' b7E 


(SJ 

(S) : 

(S) 

IS) 


this with the OIG "during which it was agreed that the second 
telephone number was associated with the subject telephone 
number . " 3 

(U) The plain language and legislative history of 
§2709 supports the position that the FBI is permitted to acquire 
information on associate numbers attributable to the same 
account. The plain language of §2709 allows the FBI to "request 
. . . toll billing records of a person . " (emphasis added) 

Thereby allowing the FBI to acquire the records for all numbers 
subscribed to by the “person." Additionally, the legislative 
history of §2709 defines "toll billing records" and states: 

As used in this section, toll billing records 
consist of information maintained by a wire or 
electronic communication service provider 
identifying the telephone numbers called from a 
particular phone or attributable to a particular 
account for which a communication service provider 
might charge a service fee. H.R. REP. 103-46, 1993 
U.S.C.C.A.N. 1913. (emphasis added) 

(U)*Read together, §2709 and its legislative history 
clearly contemplate the acquisition of "associated" numbers. The 
use of the word "person" by Congress in section 2709 indicates 
that it did not seek to limit the acquisition of records to a 
particular number. The legislative history itself supports this 
interpretation by defining "toll billing records" as numbers 
called "from a particular phone" or "attributable to a particular 
account." Thus, Congress seemingly contemplated that a single 
subscriber ("person") might have multiply numbers in his/her 
name . 


X 


Here, 


had reason to believe thaq 


was used by the Subject of an open investigation, 


£ 


thereby making the number relevant to said invest igation as 
required by statute. As a result, I I issued an NSL 

requesting the "name, address, length of service,- and lo cal and 
long distance toll billing records associated^ w ith . .£ 


[ 


1( emphasis added) In response, 


{provided! 


with the subscriber name and ton records f on 


1 


bl 

b2 

b4 

b6 

b7C 

b7D 

b7E 


5 EC from 





to General Counsel dated 2/21/2007 

SEfiNjET 

3 


NSL VIO-23924 






SE*l^tET 


To: | From:. Office of the General Counsel 

Re: (U) 278-HQ-C1229736-VIO, 03/22/2007 



as well as the toll records for the other number subscribed 
to by the subscriber (i.e. the "associated" number). 


b 


To prohibit the acquisition of this information would b 
not only contravene the plain language and legislative history of j-, 
§2709, but would also impede investigations by limiting the 
information that can be lawfully obtained. 

Although the attachment was not provided in this c ase 
it is none theless instructive on the point of whether I I 

I I should have reported this as a potential IOB. The 

attachment lists several items that can be considered "toll 
billing records" to include: 


All telephone numbers associated with the 
targeted account or account-holder in this 
letter, to include any and all of the above 
information [the toll billing records] for any 
secondary or additional telephone numbers 
identified by you as belonging to the targeted 
account or account-holder. 

This attachment language mirrors the types of records 
contemplated by Congress and otherwise comports with the mandates 
of §2709. 

Moreover, although released after the acquisition of 
information in this case, the official OGC IOB guidance released 
on 11/16/2006 is instructive. This guidance does not require 
reporting in the situation at hand and states in relevant part 
". . . conduct that must be reported as potential IOB violations" 

include situations where " [A] carrier providing information 
beyond the scope of the FISC order or other relevant legal 
authority resulting in the unintentional acquisition of data." 
This, however, is inapposite to the situation at hand. Here, as 
discussed above, the associated number was not "beyond. the scope 
of the . . . relevant legal authority, " nor did it result in the 

"unintentional acquisition of data, " because the NSL expressly 
requested^ "associated" records. Therefore, there was neither a 
carrier error nor an unlawful request'. 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 




4 


NSL VIO-23925 





To : 
Re: 


(U) 


From: Office of the General Counsel b2 

278-HQ-C12297 3 6 -VIO, 03/22/2007 57 : 


when the IOB was known as the President's Intelligence Oversight 
Board ( PIOB ) . By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) , or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full" or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel bp the IOB may review them upon request. 


In the instant case, the collection of information 
in July 2004 by the FBI was lawful. The plain language of §2709 
and the accompanying legislative history allow for the 
acquisition of records for multiple numbers attributable to the 
same account. Here, both the requested number and the associated 
number were attributed to the same account and wer e relevant to ^9 
an ongoing investigation. In fact, | | had open ~ „ 

investigations on all three individuals (the user of the ^ • 

requested number, the user of the associated number, and the 
subscriber) . 

Therefore, the acquisition of toll records for the 
associates number was entirely lawful and did not require 
reporting to OGC and subsequently does not need to be reported to 
the IOB. 




NSL VIO-23926 





To : 

From: Office of the General Counsel 

b2 

Re: (U) 

278-HQ-C122973 6-VIO, 03/22/2007 . 

b7E 

LEAD ( S ) : 



Set Lead 

Is (Info) 






—I - 

The re cords received pursuant to the 5/17/2004 NSL 
request pertaining to l H and the associated number, do 

not require further sequestration and can be analyzed and 
uploaded as appropriate per logical investigation. 


bl 

b2 

b6 

b7C 


Set Lead 2: (Info) 


INSPECTION 

AT WASHINGTON. DC 
(U) For information. 


Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U) For information, 
cc: 1- Ms. Thomas 



1- IOB Library 

♦♦ 
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From: 

Sent; 

To: 

Subject: 



(OGC) (FBI) 



2:24 PM 
(OGC) (FBI) 


FW: NSL Checklist Audit 


b6 

b7C 


SECRET//ORCON 
RECORD xxxx 




DECLASSIFIED BY 65 1 79/C S/KSR/RW 
ON 06-08-2007 




1 
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From: 

Sent: 

To: 

Subject: 


|(OGC) (FBI) 

Thursday. March 1<i- 2007 2 :24 PM 

](OGC) (FBI) 

FW: INSD/IIS NSL Compliance Checklist - Potential IOBs 


SENSITIVE BUT UNCLASSIFIED 

NON-RECORD ALL IHFOSMLTIQH COKTAIKEL 

HEREIN IS UNCLASSIFIED 

... DATE 06-06-20117 BY bi 17 9/Dffii/KiiK/KW 

This is the IOB one. ^ 1 

■ b7C ' ■ ' . • 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



1NSLIOB 
list.wpd (’ 


Continued from yesterday. 


b2 

bo 

b7C 

b7E 




Thanks. 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 



2 


NSL VIO-23952 



tr tr 


(Rev. 0! -3 1-2003) 


O 

6 ' ■ 
b7C 

(U) 

;'<ui 

(U) 


5^ e ’3 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: 


Date: .02/05/2007 



I Attn: I IS 1 1 


1 : ' • A/CDC 



.fc 2 

>■> 7 1 


iuj 


(U) 


Counterintelligence 

Inspection 


Attn: CD-2 


Attn: IIS, CRS 


AU -IJJfiDRHATIflK C.QBTA.tSED 
HEM III 13 UNCLA&SJFIEp EXCEPT 
WHEBE SHOWS OTHERWISE 


From: 


Office of the General Counsel 
NSLB/CILU/Rooi ft 7947 / 

. Contact: AGC 


Approved By: Thomas Julie P 


m 


Drafted By: 
Case ID#: 
Title: ( 




DATE: 08-08-2007 
CLASSIFIED BY.. S5i.7iVI'HH/K£P./P,Et 
P3A30K: i.4 {cV 
DECLASSIFY 0W: 08-G8--2G32 


278-HQ-C1229736-VIC Serial ^ [Cfl (Pending) 


INTELLIGENCil_OmU5IGHT BOARD 
MATTER 2007- 


Synopsis: jpsl It is 'the opinion of the Office of the General 

Counsel (OCC) chat this matter is not reportable to the 
Intelligence Oversight Board (IOB) . Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 


(U). 


Admi ni s t r a t i ve 


Deriv 


= X 


inform ation from t 
Office 


rSsTfy On: 


This electronic communicati on (EC) con tains 

Field 


he EC dated 01/04/2007 from the 
to OGC reporting a potential IOB matter. 


Reference : 


(S) 


3*3 


Details: ^>5^ B Y EC dated' 01/04/2007, 

' -l- r. - jC 1 4 


hi 

K.S 1 

b2 

b7E 


requested that 

OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. , 


SEpSjE 1 ] 


X 


NSL VIO-23953 






* t 


SE 


s^e: 


To: 

Re: 


[ 


From: Office of the General Counsel 


278-HQ-C1229736-VIO, 02/05/2007 


b2 

=b7E 


/ n \ 



On 11/30/2006.1 1 drafted an NSL pursuant 


telephone numbe r that was believed to be used bysubject. The 


NSL was sent to 
12/15/2006. 


via Federal Express on 


CU> 


On 12/26/2006, 


received .the requested 


bl 
b2 ; 
b4 
b7D 
b7E 


b;2 


subscriber information along with a disk containing 140 pages of. , ^ 
toll records pertaining to the requested number. The disk 
containing the toll records, was immediately turned over to the 
Acting Chief Division Counsel for sequestration. 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President 1 s Intelligence 'Oversight' 
Board (PIOB) . On 09/13/1997, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board.; Among its responsibilities, 
the IOB. has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counter. intelligence collection. 

■ « . : • - - - • -■ • . . * ’ " ** ' *.■ ■ «r • : 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel .of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD) , and the General Counsel, Office of 
the General' Counsel (OGC) , respectively) report to the IOB 
intelligence activities' that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of' a provision of The Attorney 
General’s Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely, are administrative in nature 
and not deemed to have been designed to ensure the protection of' 
individual rights are., generally not reported to the IOB. The FBI 
Inspection Division is required, however,, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
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2 








| From: Office of the General Counsel 

-C1229736-VIO, - .02/05^007. 


nature" must be made by OGC . Therefore, such administrative 
violations must be reported as potential IOB matters.. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report ' 
any improper collection under an- NSL as a potential IOB matter. 

By letter dated 11/13/2006, the Counsel to the IOB. agreed that 
third party errors in the collection of information pursuant to an 
NSL must be reported to the FBI OGC, but are- not reportable to the 
IOB. 

(U) In the ins.tant ca se the coll ection of toll record 
information, was not the fault b f I I Once it was 

discovered that the information' was beyond the scope of the NSL 
-request, the information was immediately sequestered and the 
matter was reported to OGC. 

. ■ (U) Based upon these facts,- in accordance with the 

terms implementing the reporting requirements of Section 2,4 of 
EO 12863,. it is our opinion that this error is not .reportable to 
the 103.. A. record of this decision .should .be maintained in the. 
control file- for- future review by ' the Counsel . to/ the IOB. • 



NSL VIO- 23955 


fcr tr 






I From: Office of the General Counsel. b2 

.29736-VIO, 02/05/2007 ; .b7: 


LEAD (s) : 

Set Lead 1: (Action) ... : 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion, 
concluding that IOB notification is not required, for three years 
for possible review by. the Counsel to the IOB. 


Set. Lead 2: (Info) 

COUNTERINTELLIGENC E < 

AT WASHINGTON. DC 
(U) For information. 


Set : Lead 3 1 (Act i on ) 


(U) If deemed relevant to the . investigation, I I ^>2 

should submit the appropriat e NSL requesting. the toll records or.b4 
re turn the d isk to I If the information is not relevant b'7D 

or l I does not seeK tneir return, then the disk should be py j.- 

destroyed with appropriate' documentation placed in the file. 




NSL VIO-23956 








Precedence : ROUTINE 

To: Inspection 


Date: 01/04/2007 

Attn: IIS, Room 11861 


^General Counsel 

h'; • 

Attn: 

■ NSLB , Room 7975 

b6 From: j 





Squad 1 J 

Contact: 




b7C . 

ISS 



T,. Tn 

JO 7 b 



1 1 



Approved By: 


ALL IKFOPi'lATlOH OPBTAIKEP 
HERE Hi IS UNCLASSIFIED EXCEPT 
NHERE SHOWS OTHERWISE 


Drafted By: 
Case ID #: (U) 


h ksh 


(U) 2 78 f 

(S) 


278 -HO- C1229736-VIO { Pending ) — &03 1 

C26391 (Pending) " low 


Title: 


(U) 


INTELLIGENCE OVERSIGHT BOARD (IOB) 

ZZ] 


SUPERVISORY SPECIAL AGENT 


SPECIAL AGENT 

, DIVISION 


REPORT OF A POTENTIAL IOB MATTER 


bl 
b2 
' b 6 
b 7 C 
b7E 


LATE: 08-88-2007 
CLASSIFIED BY 6Si7SiDHH/KSP./P.ifJ 
PEAS OHS 1.4 '(cl 
DECLASSIFY ON:' 06-06-2032 


Synopsis i 


To report a possible IOB violation involving 


(U) receipt o fXnsdli cited telephone toll records from 


(S) 

(S) 


(U) 

- x ; 

Derived^ 
Dec lA&sri 

^rpm^t — ~G-3 




Reference: 

/ T T N 

— ^nri TTr\ — n, ^ ^ i m l» ; n — 



bl 

;::2 . 
b4 
b7D 
b7E 


(U) 


Details : X In accordance with reporting requirements relating 
to known or suspected Intelligence Oversight Board (IOB) 
violations, per reference 2, notification is being made to the 
Office of General Counsel regarding unsolicited telephone toll 


sex£s(et 


NSL VIO-23957 









To: Inspection From: 

Re: (U) 2 78 -HQ- C 12 2 9736 -VIO , 01/04/2007 


ET 


] 


;b2 

b7E 


(S) 


(U) 


records received from 


bl 
b2 

: b4 ; 

Referenced EC, dated 11/30/2006, directed b/D 

Division t o send a National Security Letter (NSL) to b7E 


m 


via Fed -Ex. 


remie^ t-. i ng gnhr.rri hpr i n f r>rma t~ i on tor l-p I pphnnp number 
This NSL was sent via Fed-Ex on 12/15/2006., 


>b 


On 12/26/2006, 


Division receive d the 

along bl 


requested subscriber information from 
with a disk containing 140 pages of telephone toll records. 
These toll records were not requested in the NSL. 





It is a pending 


b2 

b4 

.b7D 

b7E 


(^T\The disk conta ining the toll records, along with 
the Resporise Cgfrer Sheet from | I 


1 have been turned over to the 


^ Acting 

1 pending a response from the National 


CD C (A/ CPC) 1~ 

Security Law Branch regarding this matter. A/CDC 
the toll records within his office safe. 


secured 


b4 
b7D 
b6 : 
b7C 


SECRET 

2 


NSL VIO-23958 









To: • 
Re: 


Inspection 
(U) 278-HQ- 


£»j^RET 


b2 

C1229736-VIO, 01/04/2007 b'7E 


From : 


LEAD (s) : 

Set Lead 1: (Action) 

- INSPECTION 

AT WASHINGTON. DC 


(U) Request IIS take appropriate action as necessary 
in response to this potential IOB matter. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC • 


(U) At NSLU, review information provided herein and 
act as deemed appropriate. 
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(Rev. 01-31-2003) 


SE6BKT 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: . ROUTINE 


b2 . 
b6 . 
b7C 
b7E 



Counterintelligence 

Inspection 


Attn : 


Date: 2/21/2007 



Attn: CD-4 


Attn: IIS, CRS 



From:. : Office of the General Counsel 
. NSLB/CILO/Roo m 7947 / 

Contact.:. AGC 

Approved By:- Thomas Julie 21= 


ALL I1'"CREATI0K CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
foHQtvft I o & 


Drafted By : 

b-ib':-' V - \ 

Case ID # : 


Title: 




0 . 278 -HQ- C1229736-VIO - (Pending) 
^ 62F- | [ A 8 9 4.5 5-IOB 


. INTELLlGENC 

MATTER 2007 


SIGHT BOARD 


DATE: 12-11-2007 

CLASSIFIED BY 65179/DHH/KSR/RH 

REASON: 1.4 (c) 

DECLASSIFY ON: 12-11-2032 


Synopsis: J&l The Field Office requested that 

the Officer of me General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC. that the ; 
incident does not need to be reported to the I OB: Rather, this 

EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) -Derived From : G-3_ — - — 


Administrative This ^.electronic communi cation ( EC) contains 

information from: the’ EC dated 2/01/2007 from to OGC 

reporting a potential IOB matter. 

Reference: 278-HQ-C1229736-VIO Alt? 


;e]^t 


NSL VIO-23960 








| jt'r'w-w.: Office of the General ..Counsel •• ^ 

2 7 8 - H Q - C 1 2 2 7 7 1 6 - V 1 0 , 2/21/2007 ■ b'7E 


Details : 
review ar 
the TOR.! 


By . EC dated 2/01/2007, 


[requested that OGC 
/arrants reporting to 


transactional information for an email account relevant to the 
ongoing inv estigati on . A Nation al Secur ity Letter (NSL) was 
prepared by | and served on . The NSL requested only 

transactional information fo r the re levant email accou nt . The 

NSL result s were provided to in an email by' the 

Division on 1/11/2007 , with the CD-ROM to be £6rtt . . 

later'. 

jXf On 1/16/2007, the case agent reviewed the 

email and/ai severed that in addit ion to the requested, 
transactional information,! had provided information ■ that 

appeared. to be content. For example, some of the information . 
appeared to originate from the subject line of the email. The 
case agent immediat ely ceased the review and reported the 
incident to l I Division Counsel. On 1/17/2007 the case agent 

contacted the point of contact (POC)- for the, NSL. 

The POC then' c ontacted the appropriate I "[ 'representative and 

confirmed that I had provid ed the information in error. 

Subsequently, the I I POC destroyed the CD-ROM and 

deleted ' all., ; emails regarding thfeipmessage . On 1/22/2007 . the .... it 
case agent similarly deleted, the relevant. , email. ' 

(U) Section 2.4 of Executive Order (E.O.j 12863, 
dated 09/13/1993, mandates that Inspectors General and, General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and, the General Counsel, OGC, 
respectively) report to . the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This , 
language was adopted verbatim from E.O.- 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between , the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation- of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) , or other guidelines or regulations approved by the 
Attorney General in accordance with E.O., 12333, dated, 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are ' essentially administrative in nature need . 
not be reported to the IOB. The FBI is required, however, to 


NSL VIO-23961 








To:' .- | | From: Office of the General Cohns? 

Re: 2 7 8 -HQ-C1 2 2 97 3 6- VIO , 2/21/2007 


b2 ; 

,.b7E 


maintain records of such administrative violations so that the 
Counsel to the. IOB may review them upon request . 

(tJ) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third, party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under, an NSL as a potential IOB matter. 

By letter dated 1.1/13/2006, the' Counsel to. the IOB agreed that 
third party . errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not. reportable to 
the , IOB . 


{U) In the instant case the collection of information,; 
by the FBI was not the fault of FBI - T I . Once the case agent 
discovered that he had received information beyond the s cope off 
the NSL request, the case agent immediately notified the 


CDC and. notified [ |. , Thereafter, all copies ancT 

emails-... regarding this request were deleted and or destroyed. ha 
a result, this matter does not need to be reported to the IOB.. 


.1 SECRET 

3 

NSL VIO-23962 


■b2 

■b7E 






To: 
Re : 


.From $)i:£$:ce of the GeneraT Counsel b2 

278-HQ-C1229736- VTO, 2/21/2007 . ' • .;b7E 


LEAD ( s } : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 
(U) For information. 
Set Lead 2: ■ (Info) 

■ COUNTERINTELLIGENCE . 

AT WASHINGTON. DC 
(U) For information.'. 
Set Lead 3: (Action) 




.. .. 'AT 



(u) r 

ensure that|_ 


•' ’b.2 
■ • b4 


His requested to coordinate with I [to 

I has the appropriate protocols m place to prevent b'/D 
similar types of disclosures in the future. b7E 


cc : 


1- Ms. Thomas 


bb 

b7C 


1- IOB Library 


♦♦ 
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